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1. HTTP iR 5 B A% 34
1. The format of the HTTP request and response

1) HTTP GET i3k, JETHR N AIHIFEAE HTTP URL .,
1) To request with HTTP GET, write the contents of the request in the HTTP URL.

2) R EAHIES B ERARCE, R HETRERS R, R EHEESE 2
WE, WERIIZ IR ERE S
filtn AHBEE  /cgi-bin/network?uid=XXXXXXXX
WHEACE  /cgi-bin/network?dhcp=08uid=XXXXXXXX

2) If there is no configuration parameter behind the question mark, it is the query
configuration to return the current configuration information;If the configuration
parameter behind the question mark is set, the configuration parameter returned to take
effect after the success is set.
For example

Query configuration  /cgi-bin/network?uid=XXXXXXXX

Set the configuration /cgi-bin/network?dhcp=08&uid=XXXXXXXX

3) VR IR UL 5 M 7 i ST R IR R R B R, A% 2
<?xml version="1.0" encoding="UTF-8"?>

<fault>

<value>describe the value</value>

<reason>describe the reason</reason>

</fault>

3) The cause of the error returned in the response message when the request failed.
Message format for example

<?xml version="1.0" encoding="UTF-8"?>

<fault>

<value>describe the value</value>

<reason>describe the reason</reason>

</fault>
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2. CGl #EOF|FR

2. The interface list

% | 7K URL iR
No. | The requested URL Description
1 /cgi-bin/getuid?username=xxxx&password=xxxx IR user id
Request user id
2 /cgi-bin/keep_alive?uid=XXXXXXXX OBk
Keep alive
3 /cgi-bin/getinfo?uid =XXXXXXXX WRE R
Version information
4 /cgi-bin/getcapabilities?uid =XXXXXXXX GIEWAE 2
capabilities
5 /cgi-bin/reboot?uid =XXXXXXXX HE
reboot
6 /cgi-bin/factory_reset?uid =XXXXXXXX WE M &
Restore default
Settings
7 /cgi-bin/network?uid=XXXXXXXX o 25 Tic. &
network
8 /cgi-bin/time?uid=XXXXXXXX i 1]
time
9 /cgi-bin/videoencoder/getcapabilities?uid=XXXXXXXX | #iAZh5 e /)4
Video encoding
capabilities
10 | /cgi-bin/videoencoder?uid=XXXXXXXX PR G ) T
Video encoding

configuration

11 | /cgi-bin/audioencoder/getcapabilities?uid=XXXXXXXX | & Jigmht e /15

Audio encoding
capabilities

12 | /cgi-bin/audioencoder?uid=XXXXXXXX B A A I
Audio encoding
configuration

13 | /cgi-bin/osd?uid=XXXXXXXX 0osD

14 | /cgi-bin/image?uid=XXXXXXXX ESEE
image

15 | /cgi-bin/ptz_ctrl?stop=18&uid=XXXXXXXX = B
PTZ

16 | /cgi-bin/motion?uid=XXXXXXXX B vt
Motion

17 | /cgi-bin/getmodel?uid=XXXXXXXX RIS

Model
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18 | /cgi-bin/user_management?uid=XXXXXX 4 PR
User Management
19 | /cgi-bin/snapshot.cgi?uid=XXXXXXX P A%
snapshot upload
20 | POST /cgi-bin/OnvifFirmwareUpgrade HTTP/1.1 I 11 - 4%

Upgrade Firmware
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3. BEOuEH

3. Interface specification

W 4 T Bl /cgi-bin/getuid 42 LI3REX user id, HoAth 3% 10 #8 F5 ZIGAIE user id . User id 60
PORRIN, KRR )G T EEHNE K user id. BFXEIITE R cgi #2112 J5 HET vH SR IN IR E], 4
FAC I 18] AT 1 SR AH XA B user id ANRAL, ATEME I /cgi-bin/keep_alive #: H LR FF 0Bk .

First you need to get the user id using the /cgi-bin/getuid interface. The other
interfaces need to authenticate the user id. User id timeout for 60 seconds, user id needs
to be requested again after expiration. After each successful request cgi interface to
recalculate the timeout, if there is no request for a long time and hope user id does not
expire, you can use the /cgi-bin/keep_alive interface to keep the heartbeat.

3.1 3RHY user id

3.1 Get user id

/cgi-bin/getuid?username=xxxx8password=xxxx

SHATR SHE iR
Parameter Parameter value Description
name
username FREAHF IPC F " 44
Letters and | IPC username
Numbers
password TR IPC %74
Letters and | IPC password
Numbers
Wi 7 434 3C
Response message
RS NE iR
Status Content Description
code
200 <?xml version="1.0" encoding="UTF-8"?> TR, uid & XXXXXXXX
<uid > XXXXXXXX < /uid > The request was successful, uid is
XXXXXXXX
400 <?xml version="1.0" encoding="UTF-8"?> RIS HUR W
<fault> Failed to get parameters
<value>/cgi-bin/getuid</value>
<reason>error, parse parameters</reason>
</fault>
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400 <?xml version="1.0" encoding="UTF-8"?> SR P 44 R
<fault> Failed to get username
<value>/cgi-bin/getuid < /value>

<reason>error, parse username</reason>

</fault>
400 <?xml version="1.0" encoding="UTF-8"?> SR S M
<fault> Failed to get password

<value>/cgi-bin/getuid < /value>

<reason>error, parse password</reason>

</fault>
400 <?xml version="1.0" encoding="UTF-8"?> SR
<fault> Wrong password

<value>/cgi-bin/getuid</value>

<reason> password error</reason>

</fault>

3.2 DBk

3.2 Keep alive

/cgi-bin/keep_alive?uid=XXXXXXXX

SH AW SHE ik
Parameter Parameter value Description
name
uid SAERA id, @il /cgi-bin/getuid £ 152 id
User id for the session. The id passed through the
/cgi-bin/getuid interface.

M 17 4 4 SC

Response message

REH NE iR

Status Content Description

code

200 <?xml version="1.0" encoding="UTF-8"?> 1 3K BT
<keep_alive>true</keep_alive> The request was successful

400 <?xml version="1.0" encoding="UTF-8"?> RIS HUR W
<fault> Ui 23 B AE HAt CGI 45 13
<value>/cgi-bin/keep_alive</value> SRS AT RE I, N AR
<reason>error, parse parameters</reason> B
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</fault>
Failed to get parameters
(This response message may also
appear in the request of other
CGl interface error, the following
will not be repeated explanation)
400 <?xml version="1.0" encoding="UTF-8"?> FREL uid
<fault> CUHmay 731 2 AE Hofth CGI 322 0%
<value>/cgi-bin/keep_alive</value> SRS AT AR B, B OCAMEE
<reason>error, parse uid</reason> SR
</fault>
Failed to get uid
(This response message may also
appear in the request of other
CGl interface error, the following
will not be repeated explanation)
400 <?xml version="1.0" encoding="UTF-8"?> uid 5% EE AR L
<fault> CUHema 31 2 AE Hofth CGI 3% 0%
<value>/cgi-bin/keep_alive</value> RSN AT AR B, B OSCAMEE
<reason>uid error</reason> HRED
</fault>
uid error or invalid timeout
(This response message may also
appear in the request of other
CGl interface error, the following
will not be repeated explanation)

3.3 FWMBZER

3.3 Version information

/cgi-bin/getinfo?uid =XXXXXXXX

SH AW SHE ik
Parameter Parameter value Description
name
uid 2GR id, @il /cgi-bin/getuid #2152 id
User id for the session. The id passed through the
/cgi-bin/getuid interface.

M 2 FR) i 3C

Response message

10
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RS HE P4
Status Content Description
code

200 <?xml version="1.0" encoding="UTF-8"?> R . ZHMEL:

<info kernel="XXXXXX"
sn="XXXXXX"/>

filesystem="XXXXXX"

kernel: WZRRA
filesystem: SCIFRGRA
sn: FEETE S

The request was successful. The
value of the parameter is:
kernel: Kernel version

filesystem: File system version

sn: Product serial number

3.4 B &

3.4 Get capabilities

/cgi-bin/getcapabilities?uid =XXXXXXXX

AR SHE iR
Parameter Parameter value Description
name
uid SAER P id, i#id/cgi-bin/getuid #0783 id
User id for the session. The id passed through the
/cgi-bin/getuid interface.
M 7 4 4 SC
Response message
REH NE iR
Status Content Description
code
200 <2xml version="1.0" | KM SEIMME 1 3CHFE, 0 A3LHF.
encoding="UTF-8"?> video: &1 FFALAN
<capabilities  video="1"  audio="1" | audio: &5 3 &M
ptz="0"/> ptz: R FFE G
The request was successful. The value of
parameter 1 is supported, 0 is not supported.
video: Whether to support video

11
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audio: Whether to support audio
ptz: Whether to support PTZ

3.5 BEfF

3.5 Reboot

/cgi-bin/reboot?uid=XXXXXXXX

SHATR SHE iR
Parameter Parameter value Description
name
uid SAERA P id, i#id/cgi-bin/getuid #2078 3K id
User id for the session. The id passed through the
/cgi-bin/getuid interface.

M 7 FRJ 4R S
Response message
RS WA ik
Status Content Description
code
200 <2xml version="1.0" | &R
encoding="UTF-8"?> The request was successful.
<reboot>true</reboot>

12
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3.6 IKE WM WE

3.6 Restore default Settings

/cgi-bin/factory_reset?uid =XXXXXXXX

/cgi-bin/factory_reset?retain_network=18wuid =XXXXXXXX

AR SHE iR
Parameter Parameter value Description
name
uid 2FHIA P id, it /cgi-bin/getuid 3 753K id
User id for the session. The id passed through the
/cgi-bin/getuid interface.
retain_network | #¥ 1 T: FoRWE N 2R BRI BCE
Number 1
1: Represents that restoring the factory will retain the
network configuration of the device.
Wi 7 414 3C
Response message
REH NE iR
Status Content Description
code
200 <?xml version="1.0" | &R
encoding="UTF-8"?> The request was successful.
<factory_reset>true</factory_reset>
400 <?xml version="1.0" | FRMSLEKIK
encoding="UTF-8"?> retain_network Z#H H g2 1, Z2HRKZ
<fault> s
<value>/cgi-bin/factory_reset</value>
<reason>retain_network 0 or | The retain network parameter can only be
1</reason> 1. The rest of the parameters are wrong.
</fault>
400 <?xml version="1.0" | JRMSLEKIK
encoding="UTF-8"?> retain_network ZHU 9 I ik, EIRETIR .
<fault>
<value>/cgi-bin/factory_reset</value> | When the retain_network parameter is
<reason>retain_network: empty, an error is reported.
NULL</reason>
</fault>

14
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3.7 MBERE

3.7 Network

/cgi-bin/network?uid=XXXXXXXX

/cgi-bin/network?dhcp=08&uid=XXXXXXXX
/cgi-bin/network?ipaddr=192.168.4.65&netmask=255.255.255.08gateway=192.168.4.1&
Uid =XXXXXXXX

/cgi-bin/network?dns1=114.114.114.114&dns2=8.8.8.8 & uid =XXXXXXXX
/cgi-bin/network?port=808wid=XXXXXXXX

AR SHE iR
Parameter Parameter value Description
name
uid 2FHIA P id, it /cgi-bin/getuid 3 753K id
User id for the session. The id passed through the
/cgi-bin/getuid interface.
dhcp &I ( Option ): 1 J3F DHCP, 0 %%F DHCP
1 1 Enable DHCP, 0 Disable DHCP
0
ipaddr IP ik
IP address
netmask T IAHERD
Subnet mask
gateway EFS:biN
Gateway address
dnsT 5t DNS
Preferred DNS
dns2 # 1 DNS
Standby DNS
port #5780 LA 1000 & | w1
65535 Server port
Numbers 80 or from
1000 to 65535

M 7 4 4 SC

Response message

REH W& iR

Status Content Description

code

200 <?xml version="1.0" encoding="UTF-8"?> R . ZHMELZ:
<network macaddr="XX-XX-XX-XX-XX-XX" dhcp="0" | macaddr: MAC ik

15
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ipaddr="192.168.0.10"
gateway="192.168.0.1"

dns2="8.8.8.8" port="80"/>

netmask="255.255.255.0"
dns1="114.114.114.114"

dhcp: 1 3] DHCP, 0 24/f] DHCP
ipaddr: 1P Hiht

netmask: FRIHENL

gateway: PocHhbk

dns1: %% DNS

dns2: #5f] DNS

port: ¥

The request was successful. The
value of the parameter is:
macaddr: MAC address

dhcp: 1 Enable DHCP, 0 Disable
DHCP

ipaddr: IP address

netmask: Subnet mask

gateway: Gateway address

dns1: Preferred DNS

dns2: Standby DNS

port: Server port

400 <?xml version="1.0" encoding="UTF-8"?> Z:¥ dhep FE iR
<fault> (HALZHW RN KR, AE
<value>/cgi-bin/network</value> HRED
<reason>dhcp: 0 or 1</reason>
</fault> Parameter dhcp error
(Other parameters similar to the
wrong tips do not repeat the
explanation)
3.8 A
3.8 Time

/cgi-bin/time?uid=XXXXXXXX

/cgi-bin/time?timezone=GMT+08:008uid =XXXXXXXX
/cgi-bin/time?update_method=MANUAL&year=2017&month=118&day=308&hour=88&mi

n=0&sec=08&uid=XXXXXXXX

/cgi-bin/time?update_method=ntp&ntpaddr=pool.ntp.org&port="123&uid =XXXXXXXX

iR

Description

SR ZHE
Parameter Parameter value
name
uid

SAERA P id, i#id/cgi-bin/getuid #2078 3K id

16
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User id for the session. The id passed through the
/cgi-bin/getuid interface.

timezone

15 ( Option ):
GMT+00:00
GMT+01:00
GMT+02:00
GMT+03:00
GMT+03:30
GMT+04:00
GMT+04:30
GMT+05:00
GMT+05:30
GMT+05:45
GMT+06:00
GMT+06:30
GMT+07:00
GMT+08:00
GMT+09:00
GMT+09:30
GMT+10:00
GMT+11:00
GMT+12:00
GMT+13:00
GMT-01:00
GMT-02:00
GMT-03:00
GMT-03:30
GMT-04:00
GMT-04:30
GMT-05:00
GMT-06:00
GMT-07:00
GMT-08:00
GMT-09:00
GMT-10:00
GMT-11:00
GMT-12:00

i X

Time zone

update_method

&I ( Option ):
MANUAL

NTP

p2p

B3
Update method

year

ey

Numbers

year

month

ey

Ao

17




IPC HTTP HTTPS CGI APl #8]5 ver1.0.3

Numbers month
day o H i
Numbers day
hour o N
Numbers hour
min e Vancil
Numbers minute
sec Ky oot
Numbers Seconds
ntpaddr NTP g% a it
NTP server address
port Hr7 80 B A 1000 £ | NTP AR 55-# it I
65535 NTP server port
Numbers 80 or from
1000 to 65535
M 17 4 4 SC

Response message

REG
Status
code

QA
Content

ik

Description

200

<?xml version="1.0" encoding="UTF-8"?>

<time timezone="GMT+08:00"
ntpaddr="pool.ntp.org"

current_time="2017-11-30 08:00:00"/>

update_method="ntp"

port="123"

EREI. SHMNERE:
timezone: Hf[X
update_method: B 375 1k,
ntpaddr: NTP JIR%5 28 #1h):
port: NTP fIR45%% i 1
current_time: 4HTIN [A]

The request was successful. The
value of the parameter is:
timezone: Time zone
update_method: Update method
ntpaddr: NTP server address

port: NTP server port

current_time: Current time

400

<?xml version="1.0" encoding="UTF-8"?>

<fault>
<value>/cgi-bin/time</value>
<reason>timezone error</reason>

</fault>

2 timezone 1%
(HAh SRR, A E
R

Parameter timezone error
(Other parameters similar to the
wrong tips do not repeat the

explanation)

18
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3.9 WML RE 15

3.9 Video encoding capabilities

/cgi-bin/videoencoder/getcapabilities?uid=XXXXXXXX

SHATR SHE iR
Parameter Parameter value Description
name
uid ZAFHIA P id, iid/cgi-bin/getuid 3 753K id
User id for the session. The id passed through the
/cgi-bin/getuid interface.

M 7 P4 S

Response message

RS HE P4
Status Content Description
code
200 <?xml version="1.0" encoding="UTF-8"?> R . ZHMEL:
<video_capabilities> stream1: TG
<stream1> stream2: T
<encode_mode name="H264"> encode_mode: itz
<resolution name="2592X1944"> resolution: 7r##%
framerate_range: Wiy
<framerate_range>1-15</framerate_range> bitrate_range: 3%u[H
<bitrate_range>500-8000</bitrate_range> The request was successful. The
</resolution> value of the parameter is:
<resolution name="1080P" > stream1: Main stream

stream2: Sub stream
<framerate_range>1-30</framerate_range> encode_mode: Encode mode
resolution: Resolution
<bitrate_range>500-6000</bitrate_range> framerate_range: Framerate range
</resolution> bitrate_range: Bitrate range
</encode_mode>
<encode_mode name="H265">

<resolution name="2592X1944">

<framerate_range>1-15</framerate_range>

<bitrate_range>500-6000</bitrate_range>

</resolution>

20
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<resolution name="1080P">

<framerate_range>1-30</framerate_range>

<bitrate_range>500-4000</bitrate_range>
</resolution>
</encode_mode>
</stream1>
<stream2>
<encode_mode name="H264">

<resolution name="VGA">

<framerate_range>1-30</framerate_range>

<bitrate_range>50-2000</bitrate_range>
</resolution>

<resolution name="480X360">

<framerate_range>1-30</framerate_range>

<bitrate_range>50-2000</bitrate_range>
</resolution>

</encode_mode>

<encode_mode name="H265">

<resolution name="VGA">

<framerate_range>1-30</framerate_range>

<bitrate_range>50-2000</bitrate_range>
</resolution>

<resolution name="480X360">

<framerate_range>1-30</framerate_range>

<bitrate_range>50-2000</bitrate_range>
</resolution>
</encode_mode>

</stream2>

</video_capabilities>

3.10 MAgRISECE

3.10 Video encoding configuration
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/cgi-bin/videoencoder?uid=XXXXXXXX
/cgi-bin/videoencoder/stream1?encode_mode=H265&resolution=1080P&framerate=25
&govlength=100&bitrate=2500&bitrate_control=CBR&uid =XXXXXXXX
/cgi-bin/videoencoder/stream2?encode_mode=H265&resolution=480X360&framerate=2
5&govlength=100&bitrate=200&bitrate_control=CBR&wid=XXXXXXXX

SHATR SHE iR
Parameter Parameter value Description
name

uid ZAFHIA P id, iid/cgi-bin/getuid 3 753K id
User id for the session. The id passed through the
/cgi-bin/getuid interface.

encode_mode Hufis s\, it /cgi-bin/videoencoder/getcapabilities £ 13
ExEiopril]
Encode_mode. Options available  through the
/cgi-bin/videoencoder/getcapabilities interface

resolution 4y HER , @it /cgi-bin/videoencoder/getcapabilities £z 1143 2|
3bri
Resolution. Options available through the
/cgi-bin/videoencoder/getcapabilities interface

framerate Wi, 3@ id/cgi-bin/videoencoder/getcapabilities #1743 )
et
Framerate. Options available through the
/cgi-bin/videoencoder/getcapabilities interface

govlength I T (51
Gov length

bitrate fih %, i id/cgi-bin/videoencoder/getcapabilities 4% 1175 FI{]
eI
Bitrate. Options available through the
/cgi-bin/videoencoder/getcapabilities interface

bitrate_control &5 ( Option ): 2R s 1| S Y

CBR Bitrate control type
VBR

M 7 FRJ4 S

Response message

RS NE iR

Status Content Description

code

200 <?xml version="1.0" encoding="UTF-8"?> R . ZHINER:

<videoencoder> stream1: FHEIR
<stream1 encode_mode="H265" resolution="1080P" | stream2: THZii

22
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framerate="25"  govlength="100"  bitrate="2500" | encode_mode: #mfitfz{
bitrate_control="CBR"/> resolution: 3#E%
<stream2 encode_mode="H265" resolution="480X360" | framerate_range: MiZ 3
framerate="25" govlength="100" bitrate="200" | govlength: | ii[a][&

bitrate_control="CBR"/> bitrate_range: f3ZiE
</videoencoder> bitrate_control: % 5 257

The request was successful. The
value of the parameter is:

stream1: Main stream

stream2: Sub stream
encode_mode: Encode mode
resolution: Resolution
framerate_range: Framerate range
govlength: Gov length
bitrate_range: Bitrate range

bitrate_control:  Bitrate  control

type
400 <?xml version="1.0" encoding="UTF-8"?> 2% encode_mode 1%
<fault> (HALZHW RN KR, AE
<value>/cgi-bin/videoencoder/stream1</value> SR
<reason>encode_mode error</reason>
</fault> Parameter encode_mode error

(Other parameters similar to the

wrong tips do not repeat the

explanation)

3.11 EHgwmEENE

3.11 Audio encoding capabilities

/cgi-bin/audioencoder/getcapabilities?uid=XXXXXXXX

SHATR SHE iR
Parameter Parameter value Description
name
uid SAERA P id, i#id/cgi-bin/getuid #2078 3K id
User id for the session. The id passed through the
/cgi-bin/getuid interface.

M 82 FR) i 3C

Response message
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RS HE P4
Status Content Description
code

200 <?xml version="1.0" encoding="UTF-8"?> R . ZHMEL:

<audio_capabilities>
<encode_type name="G.711">
<samplerate name="8000">
<bitrate>64000</bitrate>
</samplerate>
</encode_type>
<encode_type name="G.711A">
<samplerate name="8000">
<bitrate>64000</bitrate>
</samplerate>
</encode_type>
<encode_type name="AAC">
<samplerate name="16000">
<bitrate>16000</bitrate>
</samplerate>
</encode_type>

</audio_capabilities>

encode_type: Zmfit2Ay
samplerate: RFER
bitrate: Lb4FH%

The request was successful. The
value of the parameter is:
encode_type: Encode type
samplerate: Samplerate

bitrate: Bitrate
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3.12 BEHREREE

3.12 Audio encoding configuration

/cgi-bin/audioencoder?uid =XXXXXXXX
/cgi-bin/audioencoder?enable=08wwid=XXXXXXXX
/cgi-bin/audioencoder?enable="18wwid=XXXXXXXX
/cgi-bin/audioencoder?enable=18encode_type=G.711&samplerate=8000&bitrate=6400
0&uid =XXXXXXXX
/cgi-bin/audioencoder?input_volume=60&output_volume=80&amplify=18wid=XXXXXX
XX

SHATR SHE iR
Parameter Parameter value Description
name
uid ZAFHIA P id, iid/cgi-bin/getuid 3 175 3K id

User id for the session. The id passed through the
/cgi-bin/getuid interface.

enable I ( Option ): 1 JBHEM, 0 ZHEM
1 1 Enable audio, 0 Disable audio
0
encode_type YRG5 A , 3l /cgi-bin/audioencoder/getcapabilities #1143
By e T

Encode  type. Options available through  the

/cgi-bin/audioencoder/getcapabilities interface

samplerate RHEZR, i#id/cgi-bin/audioencoder/getcapabilities #1145 5
% 35
Samplerate. Options available through the

/cgi-bin/audioencoder/getcapabilities interface

bitrate EH;#, 85t /cgi-bin/audioencoder/getcapabilities % 1735
14326 51
Bitrate. Options available through the
/cgi-bin/audioencoder/getcapabilities interface
input_volume 1% 100 NG E
Numbers from 1 to | Input volume
100
output_volume 1% 100 Ll E =y
Numbers from 1 to | Output volume
100
amplify #35( Option ): 1 JAHEIG 0 ZH &g
1 1 Enable audio amplifier, 0 Disable audio amplifier
0
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M 7 434 3C
Response message
REH W& iR
Status Content Description
code
200 <?xml version="1.0" encoding="UTF-8"?> R . ZHMEL:
<audioencoder  enable="1"  encode_type="G.711" | enable: JgHaZ%H &M
samplerate="8000" bitrate="64000" input_volume="60" | encode_type: #ifii%!
output_volume="80" amplify="1"/> samplerate: RFER
bitrate: Lb4FH%
input_volume: A&
output_volume: it & &
amplify: f5 FEZE H & S i
The request was successful. The
value of the parameter is:
enable: Enable or disable audio
encode_type: Encode type
samplerate: Samplerate
bitrate: Bitrate
input_volume: Input volume
output_volume: Output volume
amplify: Enable or disable audio
amplifier
400 <?xml version="1.0" encoding="UTF-8"?> 4] enable #i%
<fault> (HALZH RN KL, AE
<value>/cgi-bin/audioencoder</value> HRR
<reason>enable: 0 or 1</reason>
</fault> Parameter enable error
(Other parameters similar to the
wrong tips do not repeat the
explanation)
3.13 OSD
3.13 OSD

/cgi-bin/osd?uid=XXXXXXXX
/cgi-bin/osd?enable=08&uid=XXXXXXXX
/cgi-bin/osd?enable=18&uid =XXXXXXXX
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/cgi-bin/osd?title_utf8=XXXXXXXX8&uid =XXXXXXXX
/cgi-bin/osd?enable=18&color=1&fontsize=1&title_pos_type=18&title_pos_x=1&title_pos_

y=0&show_res_bit=0&time_pos_type=1&time_pos_x=1&time_pos_y=08&show_week=1&
time_format=yyyy-mm-dd_hh:mm:ss&title_utf8=XXXXXXXX&uid = XXXXXXXX

AR SHE iR
Parameter Parameter value Description
name
uid 23R id, i /cgi-bin/getuid 45 115 3K id
User id for the session. The id passed through the
/cgi-bin/getuid interface.
enable &I ( Option ): 1 J2fH OSD, 0 #:H OSD
0 1 Enable OSD, 0 Disable OSD
1
color 15 ( Option ): OSD gits, 0 Bearptils, 1 AfTFERAN R, 2
0 FHEZWHE R, 3 AFRIEEHE R
1 OSD color. 0 Black text on white background, 1 White text
2 on black background, 2 Black text white border on
3 transparent background, 3 White text black border on
transparent background
fontsize 15 ( Option ): FRRSE, 0 /N, 1, 2 K
0 Font size. 0 Small, T Medium, 2 Large
1
2
title_pos_type 35 ( Option ): PRI E SRR, 0 Jri, 1 Abky
0 Title position type. 0 Direction, 1 Coordinate
1
title_pos_x By Fr 8 x iz B, title_pos_type=0 B B 0 £ 2,
Numbers title_pos_type=1 K HU{E 0 & 100
Title x-axis position. Values 0 to 2 for title_pos_type = 0
and 0 to 100 for title_pos_type =1
title_pos_y 7 Fr Ry Az B, title_pos_type=0 K B4 0 £ 2,
Numbers title_pos_type=1 K HUE 0 & 100
Title y-axis position. Values 0 to 2 for title_pos_type = 0
and 0 to 100 for title_pos_type =1
show res_bit %5 Option ): 0 RERDHHRALE, 1 BRDpPHREATRIGEK, 2 SR
0 TN RIS HEE, 3 BRI PR ARG 3
1 0 does not display resolution and code rate, 1 display
2 resolution does not display code rate, 2 display code rate
3 does not display resolution, 3 display resolution and code
rate.
time_pos_type T Option ): NEALEZRAL, 0 7, 1 ABtR
0 Time position type. 0 Direction, 1 Coordinate
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1

time_pos_x e WA x %A B, time_pos_type=0 B HU{H 0 = 2,
Numbers time_pos_type=1 I U 0 % 100
Time x-axis position. Values 0 to 2 for time_pos_type = 0
and 0 to 100 for time_pos_type = 1
time_pos_y o BF Al y 447 B, time_pos_type=0 B BU{H 0 £ 2,
Numbers time_pos_type=1 B HUH 0 & 100
Time y-axis position. Values 0 to 2 for time_pos_type = 0
and 0 to 100 for time_pos_type = 1
show_week #EIW( Option ): 1 BB, 0 AEREM
0 1 shows the week, 0 does not show the week
1
time_format %35 Option ): T A% =X
yyyy-mm-dd_hh:mm:s | BT CGl URL AREE & A& ZFF ', BT UE R B S5
s () QR AR B TR T SEYE R AR SO R B Y
yyyy/mm/dd_hh:mm:s | B[RS 2 23075
s Ebtn ik B 25 yyyy-mm-dd_hh:mm:ss
yy-mm-dd_hh:mm:ss | W R2H S SCH yyyy-mm-dd hh:mm:ss
yy/mm/dd_hh:mm:ss
hh:mm:ss_dd/mm/yyy | Time format
y Because the CGI URL can not contain the space character
hh:mm:ss_dd-mm-yyy | ', the time format space is replaced by the underscore '
y when setting the parameters, and the space characters in
hh:mm:ss_mm/dd/yyy | the time format reserved in the response message's
y message.
hh:mm:ss_mm-dd-yyy | For example, when setting parameters: yyyy-mm-dd_hh:
y mm: ss
mm/dd/yyyy_hh:mm:s | Response message parameters: yyyy-mm-dd hh: mm: ss
s
mm-dd-yyyy_hh:mm:s
s
title_utf8 PRy 2

%8 HTTP URL IIREYE, R title_utf8 [r{E#B /&~ B}
AN WA T B A, n SR 35 At < 57 U 75 B 45 utf8
T E S S
il
ipcamera

title_utf8=ipcamera
inas

title_utf8=%E4%BD%A0%E5%A5%BD
{R1F ipcamera

title_utf8=%E4%BD%A0%E5%A5%BDipcamera

Title content
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The title_utf8 parameter specification: according to
the HTTP URL specification, if the value of title_utf8 is both
alphanumeric and the number does not need to be
converted, if it contains other characters, it needs to be
converted to a utf8 encoded string.

For example:
ipcamera

title_utf8=ipcamera
inas

title_utf8=%E4%BD%A0%E5%A5%BD
YRYF ipcamera

title_utf8=%E4%BD%A0%E5%A5%BDipcamera

M 7 P4 5L

Response message

REE
Status
code

W&
Content

D)

Description

200

<?xml version="1.0" encoding="UTF-8"?>

<osd enable="1"
title_pos_type="1"
show_res_bit="0"
time_pos_y="0"

time_format="yyyy-mm-dd

title_utf8="XXXXXXXX"/>

color="1"
title_pos_x="1"

time_pos_type="1"

R T . ZHIE R
enable: i M EZEH OSD
color: Bt

fontsize: FAR}
title_pos_type: A fir B KM

fontsize="1"
title_pos_y="0"
time_pos_x="1"
show_week="1"
hh:mm:ss" | title_pos_x: 5 x {7 &

title_pos_y: A5l y fifr &
show_res_bit: &% &7~ 75 HF AL
time_pos_type: i [f] {7 B 27
time_pos_x: (8] x fivhr &
time_pos_y: BJ[A] y #if &
B TREN
time_format: I [E]#% 2%
title_utf8: i A 2%

show_week:

The request was successful. The
value of the parameter is:

enable: Enable or disable OSD
color: Color

fontsize: Font size
title_pos_type: Title position type
title_pos_x: Title x-axis position
title_pos_y: Title y-axis position

show_res_bit: Whether to display
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the resolution and bit rate
time_pos_type: Time position type
time_pos_x: Time x-axis position
time_pos_y: Time y-axis position
show_week: Whether to show the
week

time_format: Time format

title_utf8: Title content

400 <?xml version="1.0" encoding="UTF-8"?>
<fault>
<value>/cgi-bin/osd </value>

<reason>enable: 0 or 1</reason>

Z ¥ enable 4%
(HAMS B R PR R, A E
SR

</fault> Parameter enable error
(Other parameters similar to the
wrong tips do not repeat the
explanation)
3.14 B
3.14 Image

/cgi-bin/image?uid=XXXXXXXX

/cgi-bin/image?brightness=1288&contrast=128&saturation=128&sharpness=128&uid=X

XXXXXXX
AR SHE iR
Parameter Parameter value Description
name
uid SAERA P id, i#id/cgi-bin/getuid #0783 id
User id for the session. The id passed through the
/cgi-bin/getuid interface.
brightness #r5- 0 & 255 I
Numbers from 0 to | Brightness
255
contrast 7 0 % 255 X L B
Numbers from 0 to | Contrast
255
saturation #r5- 0 & 255 AR
Numbers from 0 to | Saturation
255
sharpness 50 % 255 BLRE
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Numbers from 0 to | Sharpness
255
M S F) 4 3C
Response message
REH W& iR
Status Content Description
code
200 <?xml version="1.0" encoding="UTF-8"?> R . ZHMELE:
<image brightness="128" contrast="128" | brightness: /%
saturation="128" sharpness="128"/> contrast: X ELE
saturation: Y1
sharpness: 4/
The request was successful. The
value of the parameter is:
brightness: Brightness
contrast: Contrast
saturation: Saturation
sharpness: Sharpness
400 <?xml version="1.0" encoding="UTF-8"?> ZH brightness 4%

<fault>
<value>/cgi-bin/image</value>
<reason>brightness range: 0-255</reason>

</fault>

G S HUR R IR = KL, AE
N ()

Parameter brightness error
(Other parameters similar to the
wrong tips do not repeat the

explanation)

3.15 PTZ il

3.15 PTZ

fF 1L (stop)
/cgi-bin/ptz_ctrl?stop="18&uid =XXXXXXXX

£ (left)

/cgi-bin/ptz_ctrl?move_x=-18&move_y=08&8speed=58uid=XXXXXXXX

£ (rifht)

/cgi-bin/ptz_ctrl?move_x=18move_y=08&speed=58wuid=XXXXXXXX

+ (up)

/cgi-bin/ptz_ctrl?move_x=08move_y=18&speed=58wid=XXXXXXXX
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T (down)
/cgi-bin/ptz_ctrl?move_x=08move_y=-18&speed=58&uid =XXXXXXXX
Kb (upper left)
/cgi-bin/ptz_ctrl?move_x=-18&move_y=18&speed=58&uid =XXXXXXXX
£ K (lower left)
/cgi-bin/ptz_ctrl?move_x=-18move_y=-18speed=58uid =XXXXXXXX
i b (upper right)
/cgi-bin/ptz_ctrl?move_x=18move_y=18speed=58wid=XXXXXXXX
iR (lower right)
/cgi-bin/ptz_ctrl?move_x=18move_y=-18&speed=58&uid =XXXXXXXX
UK (zoom narrow)

/cgi-bin/ptz_ctrl?zoom=18&uid =XXXXXXXX

457N (zoom wide)

/cgi-bin/ptz_ctrl?zoom=-1&uid =XXXXXXXX

i (focus near)

/cgi-bin/ptz_ctrl?focus="18&uid =XXXXXXXX

1k (focus far)

/cgi-bin/ptz_ctri?focus=-1&uid =XXXXXXXX

FePEAF K (iris open)

/cgi-bin/ptz_ctrl?iris=18uid =XXXXXXXX

FeFEAE /N (iris close)

/cgi-bin/ptz_ctrl?iris=-1&uid=XXXXXXXX

WA TUE 5 (call preset)
/cgi-bin/ptz_ctrl?call_preset="18twid=XXXXXXXX

WINTE S (add preset)
/cgi-bin/ptz_ctrl?add_preset="1&uid =XXXXXXXX

MMBRTE & (delete preset)
/cgi-bin/ptz_ctrl?delete_preset="18wid=XXXXXXXX

SHATR SHE iR
Parameter Parameter value Description
name
uid ZAFHIA P id, iid/cgi-bin/getuid 3 753K id

User id for the session. The id passed through the
/cgi-bin/getuid interface.

speed HE1%E10 S
Numbers from 1 to | Speed
10

HALSHOAHIZ, 288 B SCF28 (% URL 5 H
Other parameters are not listed, according to the URL listed

above

M 2 FR) i 3C

Response message
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RS HE P4

Status Content Description
code

200 <?xml version="1.0" encoding="UTF-8"?> TR

<ptz_ctrl>true</ptz_ctrl>

The request was successful.

400

<?xml version="1.0" encoding="UTF-8"?>
<fault>

<value>/cgi-bin/ptz_ctrl</value>
<reason>move_x range: -1,0,1</reason>

</fault>

Z ¥ move_x t&i%
(HAMS B RFER R, AE
SR

Parameter move_x error
(Other parameters similar to the

wrong tips do not repeat the

explanation)

3.16 BIMINECE

3.16 Motion Detect configuration

/cgi-bin/motion?uid=XXXXXXXX

/cgi-bin/ motion?enable=08uid=XXXXXXXX
/cgi-bin/ motion?enable=18&uid =XXXXXXXX
/cgi-bin/ motion?enable=18& blockcount=22x18&areavalue=XXXXXXXX &uid=XXXXXXXX
/cgi-bin/motion?enable=18&sensitivity=80&alarmthreshold=208&enable_nighttime=18&ni

ght_sensitivity=80&night_alarmthreshold=208&blockcount=22x18&areavalue =XXXXXXXX
&wid =XXXXXXXX

SE AR SR E iR
Parameter name Parameter value Description
uid 2 WA id, J8id/cgi-bin/getuid #2145 2111
id
User id for the session. The id passed through
the /cgi-bin/getuid interface.
enable %75 (Option) F& sh ot A% R
1 1 BRI 0 <S5
0
Motion detection enable
1 Start motion detection 0 Turn off motion
detection.
sensitivity 1 % 100 RIPE
sensitivity
alarmthreshold ¥ 1% 100 BT IRRE
alarm threshold.
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enable_nighttime

1T (Option)
1
0

e 2K g

1 FHKRIEI 25 0 1% H# (8 24

R 18] 2 H A

night_sensitivity, night_alarmthreshold.

Night parameter enable

1 Enable nighttime parameters 0 Disable
nighttime parameters.

Night parameters include:

night_sensitivity, night_alarmthreshold.

night_sensitivity

=12 100

B IR] RFUE

Night sensitivity

night_alarmthreshold

7 1% 100

Al TR AR

Night alarm threshold

blockcount

TR H
AT x HI

M B AGTIN ) X 3 Bk

Number of area blocks for motion detection

areavalue

F 3l it [X 455

Ui B

X Sk H N AL A 47 6 8 B A A R B —
TR, Z RAE A 0(1 AR Bk e,
0 AFRBA ek i), FERfX L5 347
16 33t 7455 5 g , ol B 28 1 RS B ot
WX IFUA

i 4n:

Ax4 I XS Ak rh,  #EBh T X S8 fE
Jufftf, aEAGES, W2y 0000,

Motion detection area value

Description:

Each 8 blocks from left to right are filled in a
byte bit by bit, and the extra bit is filled in 0 (1
represents the selected block, 0 represents the
unselected block), and these bytes are encoded
in a hexadecimal string, which is the final value

of the mobile detection region.

For example:

All 4x4 areas are selected, the motion detection
area value is: ffff, and all are unchecked, it is
0000.
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Response message
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RS NE P4
Status Content Description
code
200 <?xml version="1.0" encoding="UTF-8"?> R, ZHIEZ:
<motion enable="1" sensitivity="80" enable: 5 I BEE % 3h (il
alarmthreshold="20" enable_nighttime="1" sensitivity: REE
night_sensitivity="80" night_alarmthreshold="22" alarmthreshold: % R{A
blockcount="22x18 " areavalue="xxxxxxxxxx"/> enable_nighttime: & 8k {E & 1] S5
night_sensitivity: 78] Z %
night_alarmthreshold: 7 [A13% 2 fR{E
blockcount: AT X 3%
areavalue: #aNTINIX IEH
400 <?xml version="1.0" encoding="UTF-8"?> 24 enable #5i%

<fault>
<value>/cgi-bin/moti
<reason>enable: 0 or

</fault>

on</value>

1</reason>

(LA ZH IR BRI, A ER
B

Parameter enable error
(Other parameters similar to the wrong

tips do not repeat the explanation)
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3.17 WK EZES (OEM)

3.17 Obtain Equipment Model

/cgi-bin/getmodel?uid =XXXXXXXX

SHATR 2HE ik
Parameter name Parameter value Description

uid 2AHHI A P id, 85d/cgi-bin/getuid % 1153 )
id
User id for the session. The id passed through
the /cgi-bin/getuid interface.

M 7 P4 S

Response message

R WA ik

Status Content Description

code
200 <?xml version="1.0" encoding="UTF-8"?> R MC200J6 Bl S AT 44 IFiE R Tl -

<model>MC200J6</model>

model:OEM % £ %45 MC200J6

Suppose the MC200J6 model operates and
requests success.
model:OEM Equipment type:MC200J6
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3.18 P EH

3.18User Management

/cgi-bin/user_management?action=add&name=XXXX8&newpasswd=XXX&privilege=User
&enable=Enable&8tuid=XXXXXX
/cgi-bin/user_management?action=delete&name=XXXX&uid =XXXXXX
/cgi-bin/user_management?action=edit&name=XXXX8newpasswd=XXX8&privilege=User
&enable=Disable&uid=XXXXXX
/cgi-bin/user_management?action=edit8&name=XXXX8&newpasswd=XXX&uid=XXXXXX
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/cgi-bin/user_management?action=get_user8uid=XXXXXX

145/ get_user 84 1T DLSRECY BT B34 A I BT A 1 P 1 XML A3 B
FH P45 B R A PR A B

2. I User: AL E IPC UL E, AREIEEBCE A

3. #{EH ;* Operator: AR 1 H - & H#AMA BT A AR

4. G Administrator: 34 IPC (T HIRLE

R 1 AHORERAE I P A4 A 1S 22 A ) 2 8

-add 775 # K : name. newpasswd. privilege. enable
-delete 775 #5K: name

-edit 7775 %K : name

-edit 7L i%: newpasswd. privilege. enable

1. The get_user instruction can be used to obtain the XML information of all users in the
current device.

User management is authority management.

2.0rdinary User: User who can only view the configuration of IPC, can not modify the
configuration.

3. Operator for Operator: All rights except user management

4. Administrator: Has all the permissions of IPC

Parameters in addition to username and password for the associated action
- Add Requires: name, password, privilege, enable

- Delete Requires: name

- Edit Requires: name

- Edit Optional: password, privilege, enable

SHATR SHE iR
Parameter name Parameter value Description
uid ZiHEIM P id, @it /cgi-bin/getuid 3% D75 3 #)
id

User id for the session. The id passed through
the /cgi-bin/getuid interface.

action (must) 1: add 1. add UIMA P #:1E
2: delete 2. delete &MIFRH F #:1E
3: edit 3. edit /&g i ERE
4: get_user 4. get_user Z&3KEUH T A ) XML
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1. Add is to add user actions
2. delete is a delete user operation
3. Edit is an edit user operation
4. get_user is to get all the user's XML
name (must) FIF i
Char * PS: B KAV 40 METHIKEE.,
User name
PS: Maximum allowable length of 40 bytes.
newpasswd TAFH Password:
Char* To edit the user's password
privilege FrFHR AR )
Char* 1. User HigBEAE, MeBdicE
1. User 2. Administrator 4 TG RUR
2. Administrator 3. Operator 4 4% T F /& 34N A AR
3. Operator
1. User Configuration can only be viewed, but
configuration cannot be modified.
2. Administrator Ownership
3. Operator Have all rights except user
management
enable TR Enable: fifgH /-
Char* Disable: ZKfeH ;!
1. Enable
2. Disable Enable: enabling users
Disable: Disabled Users
M 17 4 4 SC
Response message
REH NE iR
Status Content Description
code
200 <?xml version="1.0" encoding="UTF-8"?> R . Z% user_management
<user_management>OK</user_management> BN OK
400 <?xml version="1.0" encoding="UTF-8"?> action ZHA & add or edit or delete 4
<fault>
<value>/cgi-bin/user_management</value> The parameter is not add or edit or delete
<reason>action: add or edit or delete</reason> an error.
</fault>
400 <?xml version="1.0" encoding="UTF-8"?> delete Z %4 N B 2 ASAEAE B RS
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<fault>
<value>/cgi-bin/user_management</value>
<reason>error username</reason>

</fault>

bR AR
CASRENS B B ANAFAERI )

Report this error when the user name
entered by the parameter does not
exist.

(Can't delete non-existent users)

400 <?xml version="1.0" encoding="UTF-8"?> add ZEU A [F 1 7 44 B s 3R
<fault> AR (ARSI CAFER )
<value>/cgi-bin/user_management</value>
<reason>error username duplicated</reason> Report this error when the user name
</fault> entered by the parameter s

exist.(unable to create existing users)

400 <?xml version="1.0" encoding="UTF-8"?> edit ZH % A A [\ B9 H - 4 B
<fault> REFR. (AR )
<value>/cgi-bin/user_management</value>
<reason>username none exist to edit</reason> Report this error when the user name
</fault> entered by the parameter does not

exist.
(unable to edit non-existent users)

400 <?xml version="1.0" encoding="UTF-8"?> Privilege ¥ NER, FTEBA
<fault> User or Administrator or Operator
<value>/cgi-bin/user_management</value>
<reason>privilege:  User  or  Administrator  or | Privilege parameter input error, need to enter
Operator</reason> User or Administrator or Operator
</fault>

400 <?xml version="1.0" encoding="UTF-8"?> enable Z NG 1%, FFEMA
<fault> Enable or Disable
<value>/cgi-bin/user_management</value> enable parameter input error, need to enter
<reason>enable: Enable or Disable</reason> Enable or Disable
</fault>

400 <?xml version="1.0" encoding="UTF-8"?> Add 77 H R, FREMAETE 44K
<fault> P S8 REQIERT
<value>/cgi-bin/user_management</value> The Add parameter is missing errors, and all
<reason>The parameters must Correct include | four parameters need to be entered to create
name,newpasswd,privilege,enable</reason> a new user.
</fault>

400 <?xml version="1.0" encoding="UTF-8"?> HPRRARE R, TEHATH S E
<fault> P
<value>/cgi-bin/user_management</value> User privileges are not administrators. User
<reason>Non-administrators cannot edit | management configuration items cannot be
users</reason> modified.
</fault>

400 <?xml version="1.0" encoding="UTF-8"?> R P
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<fault>
<value>/cgi-bin/user_management</value> Login user does not exist

<reason>username not exist to edit</reason>

</fault>

3.19 ME 1%

3.19 snapshot upload

/cgi-bin/snapshot.cgi&username=XXXXXX8& password=XXXXXX
/cgi-bin/snapshot.cgi?stream=08&username=XXXXXX8& password=XXXXXX
/cgi-bin/snapshot.cgi?stream=0&upload=08username=XXXXXX&password =XXXXXX
/cgi-bin/snapshot.cgi?stream=1&upload=18username=XXXXXX&password =XXXXXX

1. FFJa onvif WIEZ J5, #t7 E4HiN username 24 fll password 2%,
2. B4 stream %5, RE username H)— & B A&, &M EARER.
3. #ft4 stream 245, ERILH streamO.

4. 4 upload 245, A FHREIR.

1. After the onvif authentication is enabled, you need to enter the username parameter
and password parameter.

2. After the default stream parameter, follow the username's to use &, otherwise, report
the error.

3. After the default stream parameter, the default value is stream0.

4. After the default upload parameter, no error is reported.

SHATR 24 iR
Parameter name Parameter value Description
uid STERIA P id, J@id/cgi-bin/getuid #0321 id

User id for the session. The id passed through the
/cgi-bin/getuid interface.

stream(must) 7 0-1 AN 0 RE: FIRIME
ZHE N 1K ERBRITE
Number 0-1

Parameter value of 0 represents: sub code stream

42




IPC HTTP HTTPS CGI APl #8]5 ver1.0.3

snapshot
The parameter value of 1 represents: Master
bitstream snapshot
upload(optional) #7 0-3 SHa R 0 AUk B BAL3) SD +
ZHUE N 1A INES BAE 3] FTP
Number 0-3 ZHE N 2 K MBS EAE R Email
ZHUE R 3K INEE EAL R R NFS R4 4%
Parameter value is 0: upload to SD card after
capturing
parameter value is 1, which means: upload to FTP
after capturing
Parameter value is 2: upload to email after
capturing
Parameter value is 3: upload to remote NFS server
after snapshot
Wi 7 414 3C
Response message
REH W& ik
Status Content Description
code
200 <?xml version="1.0" encoding="UTF-8"?> R . ZHMEL:
<upload>OK</upload> FRINE e 49 b AE i)
The request succeeded. The value of the
parameter is:
Successful upload
400 <?xml version="1.0" encoding="UTF-8"?> SD k& A A8 SD K& A & ik
<fault> I,
<value>/cgi-bin/snapshot</value>
<reason>sd not mount</reason> The SD card was not inserted or
</fault> deployed successfully.
400 <?xml version="1.0" encoding="UTF-8"?> Upload IZ4A & 0-3 i st 2= F 3k
<fault> ISR
<value>/cgi-bin/snapshot</value>
<reason>upload 0 or 1 or 2 or 3</reason> This error will be reported
</fault> parameter of Upload is not 0-3.
400 <?xml version="1.0" encoding="UTF-8"?> FTP ARG 2815 A 2

<fault>

<value>/cgi-bin/snapshot</value>

FTP servers are not deployed.
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<reason>Ftp not deploy</reason>

</fault>

400 <?xml version="1.0" encoding="UTF-8"?> SD R AN, B SD R#h, i
<fault> WHHE .
<value>/cgi-bin/snapshot</value>
<reason>sd card not mounted</reason> The SD card is not inserted, damaged
</fault> or deployed.

400 <?xml version="1.0" encoding="UTF-8"?> NFS %A #:#

<fault>
<value>/cgi-bin/snapshot</value>
<reason>NFS Server not mounted</reason>

</fault>

NFS Server not mounted

3.20 KRB

3.20 Get the video file path

/cgi-bin/get_record_query?year=XXXX&month=XX&day =XX&uid=XXXXXX
/cgi-bin/get_record_query?year=XXXX&month=XX&day=XX&username=XXXXXX8&passw
ord=XXXXXX
/cgi-bin/get_record_query?year=XXXX&month=XX&day=XX&stream=XXXX&record_mo
de=XX&media_type=XX&uid =XXXXXX
/cgi-bin/get_record_query?year=XXXX&month=XX&day=XX&stream=XXXX&record_mo
de=XX&media_type=XX&start_hour=XXXX&start_min=XX&start_sec=XX&uid=XXXXXX
/cgi-bin/get_record_query?year=XXXX&month=XX&day=XX&stream=XXXX&record_mo
de=XX&media_type=XX&start_hour=XXXX&start_min=XX&start_sec=XX&end_hour=XX
XX&end_min=XX&end_sec=XX&uid=XXXXXX

1: BEWSHON:

year,month,day

2: WlIEZHCN

stream, record_mode, media_type,
start_hour, start_min, start_sec,
end_hour, end_min, end_sec.

LA S HAE SR %, BTG E A -

stream = -1;

record_mode = -1;
media_type = 3;
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start_hour = 0;
start_min = 0;
start_sec = 0;
end_hour = 23;
end_min = 59;
end_sec = 59;

1: The necessary parameters are:
Year,month,day

2: The optional parameter is
Stream, record_mode, media_type,
Start_hour, start_min, start_sec,
End_hour, end_min, end_sec.

The above parameters are initialized by default:
Stream = -1;
Record_mode = -1;

Media_type = 3;
Start_hour = 0;
Start_min = 0;
Start_sec = (;
End_hour = 23;
End_min = 59;
End_sec = 59;

BN BRI H P AR AT B R A XX AE XX H XX H ) 0 i 0 73 0 #b 3] 23 i 59 73
59 PP A B M, AR SR RO BT A RS, A SRR MU A s 5

The meaning is: the default display user wants to get all the recording data from 0:0:0 to
23:59:59 of XX, XX, XX, where the code stream type is all streams, and the media type is
video. And audio format.

AR SRAT AR S R 3 URL?

URL = IP Hitik + /playback/ + filepath

% hn:
http://192.168.2.34/playback/mnt/mmc0/schedule/20191025/135144-av-1.mp4

How do | get the download URL of the video file?

URL = IP address + /playback/ + filepath

The format is for example:
http://192.168.2.34/playback/mnt/mmc0O/schedule/20191025/135144-av-1.mp4

BHAH | SR | i
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Parameter name

Parameter value

Description

uid

SIERIA P id, @it /cgi-bin/getuid 3 0531 id

User id for the session. The id passed through the
/cgi-bin/getuid interface.

year

KT 1900

Number > 1900

VWEIZH: B IPC HREIEER

R — 4

Required parameters: Find information about IPC
recordings

which year

month

7 1-12
Number 1-12

VWEINZH: B IPCHRBIEE

m—H

Required parameters: Find information about IPC
recordings

Which month

day

] 1-31
Number 1-31

VWEINZH: B IPCHRBIEE

WE— K

Required parameters: Find information about IPC
recordings

Which day

stream

ﬁ?"l’ 1; 2

Number -1,1,2

AERIZHE: AR

-1 A RS

1 F R

2

Optional parameters: type of stream
-1: All types of streams

1: primary stream

2: substream

record_mode

Ber-1, 2, 4, 8

Number -1, 2,4, 8

AERIZHE: IR

-1 &R

2: ENxB

4: AR

8: HERB

Optional parameters: type of recording
-1: All videos

2: Timed recording

4: Motion detection video

8: Alarm recording

media_type

ﬁ?' 21 3’ 4

Number: 2, 3,4

WIERIZH: BRI

2: W

3: AN AR

4 B

Optional parameters: type of media
2: Video
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3: Video and audio
4: pictures
start_hour # 0-23 WIS H: SARRIE LGN
Number 0-23 Starting hour of the video
start_min # 0-59 AERISHE: SRR LR
Number 0-59 The starting minute of the video
start_sec #7 0-59 AIEMSE: FBRNEED
Number 0-59 The starting second of the recording
end_hour # 0-23 LIS H: AR AN
Number 0-23 Optional parameters: the end of the video
end_min #7 0-59 AERIZHE: RGRISR
Number 0-59 Optional parameters: the end of the recording
end_sec # 0-59 WIEIIZH: FABIEE R
Number 0-59 Optional parameters: the end of the recording
M 17 4 4 SC
Response message
REH NE iR
Status Content Description
code
200 <?xml version="1.0" encoding="UTF-8"?> R . ZHINER:
<RecordQuerylnfo> AR AT BT B
<items
filepath="/mnt/mmc0/schedule/20191025/151233-av-1. | The request succeeded. The value of the
mp4" filesize="32276556" record_mode="2" parameter is:
media_type="3" stream_index="1" All data of the video file
start_time="2019-10-25 15:12:33"/>
</RecordQuerylnfo>
400 <?xml version="1.0" encoding="UTF-8"?> BN A BMEALE 1-12 AREE A
<fault>
<value>/cgi-bin/get_record_query</value>
<reason>record_month must between 1-12</reason> The value of the input month is not in
</fault> the range of January to December.
400 <?xml version="1.0" encoding="UTF-8"?> N HBMEALE 1-31 HRVEREIW
<fault>
<value>/cgi-bin/get_record_query</value>
<reason>record_day must between 1-31</reason> The value of the input date is not in the
</fault> range of 1-31 days.
400 <?xml version="1.0" encoding="UTF-8"?> NSRBI /N AN 0-23 1IYE RN
<fault>
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<value>/cgi-bin/get_record_query</value>

<reason>start_hour must between 0-23</reason>

Input recording start time is not in the
range of 0-23

</fault>

400 <?xml version="1.0" encoding="UTF-8"?> i NSRAZ AL LG 7B A2 0-59 BT
<fault>
<value>/cgi-bin/get_record_query</value>
<reason>start_min must between 0-59</reason> Input recording start minute is not in
</fault> the range of 0-59

400 <?xml version="1.0" encoding="UTF-8"?> BN FAZ AL LR A& 0-59 FFE N
<fault>
<value>/cgi-bin/get_record_query</value>
<reason>start_sec must between 0-59</reason> Input recording start seconds are not
</fault> in the range of 0-59

400 <?xml version="1.0" encoding="UTF-8"?> NS AG G5 RN AN 0-23 TS
<fault>
<value>/cgi-bin/get_record_query</value>
<reason>end_hour must between 0-23 </reason> Input recording end time is not in the
</fault> range of 0-23

400 <?xml version="1.0" encoding="UTF-8"?> NSRRGSR P A2 0-59 [1IYE RN
<fault>
<value>/cgi-bin/get_record_query</value>
<reason>end_min must between 0-59</reason> Input recording end minutes are not in
</fault> the range of 0-59

400 <?xml version="1.0" encoding="UTF-8"?> N BREE WA R 0-59 MyE M

<fault>
<value>/cgi-bin/get_record_query</value>
<reason>end_sec must between 0-59</reason>

</fault>

Input recording end seconds are not in
the range of 0-59

3.21 BEfHAH%

3.21 Upgrade Firmware

HEAM{E Ei5 & A upload.html SCY.

JS A S0 19 5 2K
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23.

24.

25.
26.
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30.
31.
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<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN" "http://www.w
3.o0rg/TR/xhtml1/DTD/xhtmll-transitional.dtd">
<html xmlns="http://www.w3.0rg/1999/xhtml">
<head>
<title>IP Camera</title>
</head>
<body>

<div id="m_plugin"></div>

<input type="file" name="filel" id="filename"/>

. <input type="submit" id="upgrade_submit" value="Submit" onclick="upload()"/>

. <script type="text/javascript">

function upload(){
var xmlHttpRequest = null;
if (window.XMLHttpRequest) {
xmlHttpRequest = new XMLHttpRequest();
}
else if (window.ActiveXObject){
xmlHttpRequest = new ActiveXObject("Microsoft.XMLHTTP");

}
var file = document.getElementById("filename").files[0O];

xmlHttpRequest.open("POST", "http://192.168.2.67/0nvifFirmwareUp
grade", true);

xmlHttpRequest.setRequestHeader("Content-Type", "application/oct
et-stream");

xmlHttpRequest.setRequestHeader("Access-Control-Allow-Origin",
*")s
xmlHttpRequest.setRequestHeader("Cache-Control”, "no-cache");
xmlHttpRequest.setRequestHeader("Authorization"”, "Basic QWxpY2U6
MTIzNDU2");
xmlHttpRequest.send(file);
}
</script>
</body>
</html>
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4.f# F) XMLHttpRequest 1§ WEB k55331 CGI 2%
4. Using XMLHttpRequest to call CGl program of web server

LIRS TPC BEA& 1 uid R P MBS 19— NIRRT
JS Vi A AR P S AR -

1. function timestamp(url){

2 // var getTimestamp=Math.random();

3 var getTimestamp=new Date().getTime();

4 if(url.index0f("?")>-1){

5. url=url+"xtamp="+getTimestamp

6 }else{

7 url=url+"?timestamp="+getTimestamp

8 }

9. return url;

10. 3}

11.

12. function inner__getuid()

13. ¢

14. var xmlHttpRequest = null;

15. try{

16.

17. if (window.XMLHttpRequest) {

18. xmlHttpRequest = new XMLHttpRequest();

19. }

20. else if (window.ActiveXObject) {

21. xmlHttpRequest = new ActiveXObject("Microsoft.XMLHTTP");

22. }

23. var szPort = window.location.port;

24. var szProtocol = window.location.protocol;

25. var szHostname = window.location.hostname;

26.

27. /1563 UID M

28. var g des_userid_test = des("WebLogin", hexToString(g des_userid), o,
0);

29. var g des_passwd_test = des("WebLogin", hexToString(g des_passwd), 0,
0);
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30.

31. [/ EF PR I, JEOORECE AN T4 .

32. var re=/["*\u4e00-\u9fa5a-zA-70-9]/g;

33. g _des_userid_test = g des_userid_test.replace(re,"");

34. g _des_passwd_test = g des_passwd_test.replace(re,"");

35.

36. var szUrl = szProtocol+ "//" + szHostname + ":" + szPort + "/cgi-bin

/getuid?username="+g_des_userid_test+"&password="+g_des_passwd_test;

37.

38. /7N R, SR TE S A

39. xmlHttpRequest.open("GET", timestamp(szUrl), false);

40. xmlHttpRequest.send(null);

41. if(xmlHttpRequest.readyState==4)

42. {

43. if(xmlHttpRequest.status==200) {

44, var xml = xmlLoadText(xmlHttpRequest.responseText);

45, /XA SR xm1 5L (2500 1) o A

46. var uid = xml.getElementsByTagName("uid")[@].childNodes[@].n
odeValue;

47. }

48. else

49, {

50. uid = 9;

51. }

52. }

53. }

54. catch(e)

55. {

56. uid = 9;

57. }

58. return uid;

59. 3

51



	1. The format of the HTTP request and response
	2. CGI 接口列表
	2. The interface list
	3. 接口说明
	3. Interface specification
	3.1 获取user id
	3.1 Get user id
	3.2 心跳
	3.2 Keep alive
	3.3 获取设备信息
	3.3 Version information
	3.4 能力集
	3.4 Get capabilities
	3.5 重启
	3.5 Reboot
	3.6 恢复出厂设置
	3.6 Restore default Settings
	retain_network
	数字     1
	Number   1
	1：表示恢复出厂会保留设备的网络配置。
	1: Represents that restoring the factory will reta
	3.7 网络配置
	3.7 Network
	3.8 时间
	3.8 Time
	3.9 视频编码能力集
	3.9 Video encoding capabilities
	3.10 视频编码配置
	3.10 Video encoding configuration
	3.11 音频编码能力集
	3.11 Audio encoding capabilities
	3.12 音频编码配置
	3.12 Audio encoding configuration
	3.13 OSD
	3.13 OSD
	3.14 图像
	3.14 Image
	3.15 PTZ控制
	3.15 PTZ
	3.16 移动侦测配置
	3.16 Motion Detect configuration
	Parameter name
	Parameter value
	Description
	uid
	User id for the session. The id passed through the
	enable
	选项(Option)
	1
	0
	移动侦测使能
	1 启动移动侦测 0关闭移动侦测
	Motion detection enable
	1 Start motion detection 0 Turn off motion detecti
	sensitivity
	灵敏度
	sensitivity
	alarmthreshold
	报警门限值
	alarm threshold.
	enable_nighttime
	选项(Option)
	1
	0
	夜间参数使能
	1 启用夜间参数 0停用夜间参数
	夜间参数包括: 
	night_sensitivity, night_alarmthreshold.
	Night parameter enable
	1 Enable nighttime parameters 0 Disable nighttime 
	Night parameters include:
	night_sensitivity, night_alarmthreshold.
	night_sensitivity
	夜间灵敏度
	Night sensitivity
	night_alarmthreshold
	夜间报警门限值
	Night alarm threshold
	blockcount
	移动侦测的区域块数
	Number of area blocks for motion detection
	areavalue
	移动侦测区域值
	说明:
	区域块数从左往右每8块按位填充到一个字节里面，多余位填充0(1代表被选中块，0代表没有被选中块)，并
	例如:
	4x4的区域全部选中，移动侦测区域值为:ffff，全部不选中，则为0000。
	Motion detection area value
	Description:
	Each 8 blocks from left to right are filled in a b
	For example:
	All 4x4 areas are selected, the motion detection a
	3.17 获取设备型号（OEM）
	3.17 Obtain Equipment Model
	Parameter name
	Parameter value
	Description
	uid
	User id for the session. The id passed through the
	3.18用户管理
	3.18User Management
	1.使用get_user指令可以获取当前设备中的所有的用户的XML信息。
	2.普通用户User:只能查看IPC的配置，不能修改配置的用户。
	3.操作用户Operator：拥有除了用户管理外的所有权限
	4.管理员用户Administrator:拥有IPC的所有的权限
	除了相关操作的用户名和密码之外的参数
	-add方法要求：name、newpasswd、privilege、enable
	-delete方法要求：name
	-edit方法要求：name
	-edit方法可选：newpasswd、privilege、enable
	1. The get_user instruction can be used to obtain 
	User management is authority management.
	2.Ordinary User: User who can only view the config
	3. Operator for Operator: All rights except user m
	4. Administrator: Has all the permissions of IPC
	Parameters in addition to username and password fo
	Parameter name
	Parameter value
	Description
	uid
	User id for the session. The id passed through the
	action（must）
	1: add
	2: delete
	3: edit
	4: get_user
	1、add是添加用户操作
	2、delete是删除用户操作
	3、edit是编辑用户操作
	4、get_user是获取用户所有的XML
	1. Add is to add user actions
	2. delete is a delete user operation
	3. Edit is an edit user operation
	4. get_user is to get all the user's XML
	name（must）
	字符串
	Char *
	用户名
	PS：最大允许40个字节的长度。
	User name
	PS: Maximum allowable length of 40 bytes.
	newpasswd
	字符串
	Char*
	Password:
	To edit the user's password
	privilege
	字符串
	Char*
	1、User
	2、Administrator
	3、Operator
	权限问题：
	1.User 只能查看配置，不能修改配置
	2.Administrator拥有所有权限
	3.Operator拥有除了用户管理外的所有权限
	1.User Configuration can only be viewed, but configu
	2.Administrator Ownership
	3.Operator Have all rights except user management
	enable
	字符串
	Char*
	1、Enable
	2、Disable
	Enable：使能用户
	Disable：失能用户
	Enable: enabling users
	Disable: Disabled Users
	3.19 抓图上传
	3.19 snapshot upload
	Parameter name
	Parameter value
	Description
	uid
	User id for the session. The id passed through the
	stream(must)
	数字0-1
	Number 0-1
	参数值为0代表：子码流抓图
	参数值为1代表：主码流抓图
	Parameter value of 0 represents: sub code stream s
	The parameter value of 1 represents: Master bitstr
	upload(optional)
	数字0-3
	Number 0-3
	参数值为0代表：抓图后上传到SD卡
	参数值为1代表：抓图后上传到FTP
	参数值为2代表：抓图后上传到Email
	参数值为3代表：抓图后上传到远程的NFS服务器
	Parameter value is 0: upload to SD card after capt
	parameter value is 1, which means: upload to FTP a
	Parameter value is 2: upload to email after captur
	Parameter value is 3: upload to remote NFS server 
	3.20 获取录像文件路径
	3.20 Get the video file path
	Parameter name
	Parameter value
	Description
	uid
	User id for the session. The id passed through the
	year
	数字大于1900
	Number > 1900
	必要的参数：查找IPC的录像的信息
	哪一年
	Required parameters: Find information about IPC re
	which year
	month
	数字1-12
	Number 1-12
	必要的参数：查找IPC的录像的信息
	哪一月
	Required parameters: Find information about IPC re
	Which month
	day
	数字1-31
	Number 1-31
	必要的参数：查找IPC的录像的信息
	哪一天
	Required parameters: Find information about IPC re
	Which day
	stream
	数字-1，1，2
	Number -1,1,2
	可选的参数：码流的类型
	-1：所有类型的码流
	1:主码流
	2:子码流
	Optional parameters: type of stream
	-1: All types of streams
	1: primary stream
	2: substream
	record_mode
	数字-1，2，4，8
	Number -1, 2, 4, 8
	可选的参数：录像的类型
	-1：全部录像
	2：定时录像
	4：移动侦测录像
	8：告警录像
	Optional parameters: type of recording
	-1: All videos
	2: Timed recording
	4: Motion detection video
	8: Alarm recording
	media_type
	数字：2，3，4
	Number: 2, 3,4
	可选的参数：媒体的类型
	2：视频
	3：视频和音频
	4:  图片
	Optional parameters: type of media
	2: Video
	3: Video and audio
	4: pictures
	start_hour
	数字0-23
	Number 0-23
	可选的参数：录像的起始小时
	Starting hour of the video
	start_min
	数字0-59
	Number 0-59
	可选的参数：录像的起始分钟
	The starting minute of the video
	start_sec
	数字0-59
	Number 0-59
	可选的参数：录像的起始秒
	The starting second of the recording
	end_hour
	数字0-23
	Number 0-23
	可选的参数：录像的结束小时
	Optional parameters: the end of the video 
	end_min
	数字0-59
	Number 0-59
	可选的参数：录像的结束分钟
	Optional parameters: the end of the recording
	end_sec
	数字0-59
	Number 0-59
	可选的参数：录像的结束秒
	Optional parameters: the end of the recording 
	3.21 固件升级
	3.21 Upgrade Firmware

	4.使用XMLHttpRequest调用WEB服务器的CGI程序
	4. Using XMLHttpRequest to call CGI program of web

